We describe a single event functional interrupt (SEFI) mitigation
technique that monitors and maintains the operational status of
commercial microprocessors in radiation environments. Proton
radiation test results using this technique with an Intel Pentium

IIT microprocessor and a Texas Instruments TMS320C6713 DSP
processor are presented.
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Snace Micro Inc.

© Rad-Hard satellite computer.
‘ JPACE MICRO ; performance goals:

§ A Qver 1000 MIPS throughput,

A Less than 1 SEU in 1000 days, and
A Less than 10W power consumption.

% Building Proton-100k now.

© Designed and flew ANTS.

© Low space orbit balloon testing.

< Successful balloon launch (Dec.'03). o

% Received real-time data and |
recovered payload.




Proton-100Kk

<2400 MIPS @ 400 MHz
“ Over 1440 MIPS with SEU Correction. -
@ Less than 1x10° uncorrected SEU W

.ermorsfday. ... ...,
:ﬂ} SEFI mitigation using H-Core™ Chip. :

¢ Total dose hard to over 100krad(Si).
<~ 4.9W CPU and 8W total power.

© 1GB/s 64-bit DMA bus.

< PCI/I12C/Parallel bus support.

© 3U cPCI form factor.

© VxWorks and Linux OS supported.




4 EIA/JEDEC Standard No. 57 (1996):

“The loss of functionality of the device that does not require cycling
of the device’s power to restore operability unlike SEL and does not
result in permanent damage as in SEB.”

< SEFIs observed in various complex integrated circuits:
EEPROMs, DRAMs, ADC/DACs, Microprocessors.

< Most common solution for SEFIs is to power cycle the
system:

“Even single bit-flips can create circuit-level effects that cause string of
errors, or even result in a “lock-up” condition that requires removal of

power and subsequent re-initialization to resume proper operation.”

-K. LaBel et al., "Emerging Radiation Hardness Assurance
Issues: A NASA Approach for Space Flight Programs”, 1998.

(http://radhome.gsfc.nasa.gov/radhome/papers/RHA98.pdf)
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< SEFI Characteristics:

4 Processor “hangs” suddenly.
4 Observed under proton or heavy ion

irradiation.
< All microprocessors susceptible. ° .| Lo
Motorola e ol

< Probable causes of “hangs": L foereceee
A Tllegal branching, LY e
4 Upsets in program counter of the CPU, and
A Jump to undefined/test states.

< Approx. rates: 1 per 100 days for SOI PowerPC and 1 per
10 days for the CMOS version.

< SEFI is a severe problem and not easily solvable.

¢ Current solution to power cycle the system result in
unnecessary delays and data loss.
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Hardened-Gore Technique

% Hardened-Core Chip
A Monitors CPU functionality,
A Stores rollback information,
A Detects and indicates SEFI occurrences, and
A Revives CPU from SEFI events.

< Hardened-Core Software

A Sends “"CPU alive” messages,

A Saves periodic roll-back information,

A Reads SEFI indicator from H-Core chip, and

A Recovers running processes after SEFI events.

Hardened-Core (H-Core) is a combination of hardware and

software techniques that can detect and recover from SEFIs In
microprocessors without power cycle or data loss.




The H-Core Chip

Interrupt ~ CPU < Manufactured using rad-hard
Signals ~ Reset components.

% Usable with any processor.

< Provides min. 8 interrupt signals.

% Uses MOSFET driver for power

B cycle.
59 < Provides variable levels and pulse
8= widths of interrupts.
< Contains programmable CPU-
check timer.
Power ¢ Sets SEFI status signal for SEFI
©ve  recovery software.

— SEFIStatus o progvides external reset control.



“ Processors Tested:
A 225MHz Texas Instruments TMS320C6713 (TI-DSP)
A 850MHz Intel Pentium III (PIII)

“ Radiation Facility:
A Crocker Nuclear Laboratory at U. C. Davis.

A Processor irradiated with 51MeV protons.



TI-DSP Experimental Setup

TMS320C6713 DSK Monitor Computer

A Development board A PC with Windows 2000.

A Runs SEFI test loops A Uses TI's CodeComposer

‘ _ to communicate with DSK.
A Communicates using

USB-JTAG link. A Monitors and controls the
TI-DSP board.



Monitoring TI-DSP Execution

=

; Caleulate (varl+vard)-(var3dsvard) varS[orig and mirror]

sub sum_orig, div_orig, result_orig
0000A348 018868CO SUE.D1 AZ,A3,A3
sub sum_mirror, div_mirror, result_mirror
O000A3AC D29408C0 SUE.D1 AS,AD,AS
émpeq result_orig, result_mirror, comparison_result
O00DA3EO DO094pATSE CMFEQ.L1 A3, ALA1
[comparison_result] b result_ok
0000RSE4 80001310 [ 1] EB.31 O=2438
0000A3ES 520C0940 [ 1] M¥.D1 B3, R4
0000A3EC 000OE0OO0 HOP 4
; Increment the SEU counter.
= idw *seu_count, local count
= 0000A3C0 00100264 LDW.D1T1 *+A24[0=0],240
0000A3C4 0000000 HOP 4
add 1, local_count, local_count
ininininkielal=Eninlniniedr i Nu I | [T | il
Stw local_count, *seu_count
0000A3CC 00100274 5Tw.D1T1 A0, =+24[0=0]
Source code and ' N
m, var, var_reg
prog ral l l Cou nter ad wvarl_reg, varZ_reg, sum_ttmr
O0Q0A3ID0 00250840 ADD.D1 A9, A8, A0
: Increment the SEU counter.
Eg 1clw #*seu_count, local_count
ooooa3CO 00100264 LDWw.D1T1 =+n4 [0x0] A0
oo0oA3C4 0000BOOD0 HOP 4
add 1, lozal_count, local_count
gogoAsCE 00002940 ADD 111 A0 Ozl A0
AANNAIFN NNTE TR AR T A% Af RA AN

50 = 0oooooos

%1 = Qoooooon

|2 = 0oooooos

RG] = Qoooooon

) = 00001BCC

155 = Qooooonz2z

Y] = 00001BD4

57 = 00001BDO

Y] = Q0000ooz2o

=] = 00000004

%10 = 00005149

%11 = Qoooooon

1512 = 000186840

%13 = Qoooooon

1214 = 000oooz7

%15 = Qoooooon

B0 = 02030101

B1 = Qooooool .

B2 = 000000FF

g2 7 lionioe CPU Registers
B4 = 00000004

BS = 0ooooood b

G e E13 ooooesz20o
B7 = DOOO7EES B14 Qoooo0z254
|af=] = 0001AFFO

Bo - 00000007 E15 Oooo1BCO
E10 = 0ooooo1o

E11 = 00000734 PC DDDD*&I“SCD
B12 = nonoekan I=TFE goooooon
B13 = 0000R520

F14 = 00000254 IFR goooo4oo
F15 = 00001BCO TLET OOO00O0OEE
PC = 0000&3C)

IZTE = 00000000

IFRE = 0oooo400

1L = Jouuoor

IREF = 00oo9zon

MNEF = 00000EO0

\BME = Qoooooon

CSR = 02030101

< CodeComposer allows remote monitoring of processor.
< All processor registers can be observed during irradiation.

¢ Test loop results are transmitted back to Monitor computer.
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ated Files

le

ies

e

ad.sa
alume.c
fg.cmd

| IEC]

Ei=E4L ‘ Bth HBGE|Q ‘
§02C49D4 FFDIBEEZE word 0x7Ed3bE2h =] —
50204908 7FDIBA2T word Dx7£d3b627 2? gégégég? ESTP i SBSES‘E\SB
502C49DC 7FDIBA23 word Dx7fd3b623 > TR R =
802C49E0 7FDIBELF word Dx7£d3bELE s COOAEa0 TEn SObTaaE
802C49E4 7FDIBALE word Dx7fd3b61hk s I BTy - Honoann
502C49EG 7FDIBALT word Dx7fd3b617 e = s
802C49EC 7FD3BE13 || [1BZ] B.SZ 0xB0ZAET7D e . GeBHGGAL Sm - dongonog
502C49F0 7FDIBAOF word Dx7fd3b60F lan e s e
802C49F4 7FD3BGOB .word Ox7fd3b60L 2.5 — BS13FFAG CPUID = 2
802C49F8 7FDIBEOT word 0x7£d43bE07 & . CRORLeL MEVID - 5
502C49FC 7FDIBA03 word Dx7£d3b603 fa I b o C 4
802C4A00 TFDIBSFF word 0x7Ed3b5EE Giti - ooheoo0 teE - o
802C4404 7FD3BSFE word Dx7£d3b5Eh i D mbiiehace -4
502C4A08 7FDIBSF7 word Dx7fd3b5E7 Fi M e e
502C4A0C TFDIBSF3 word 0x7£d3b5E3 Gl _ PEETRREE GiE -
802C4A14 7FDIBSER word Dx7fd3b5eb %és & EEEEEEEE i@gD g BD
802C4A18 TFDIBSE7 word 0x7£d3b5e7? £  Eprmes Tlnan | sRasdss
® B0204A1C 7FD3BSE3 word Dx7Fd3b5e3 52 . PEPREROR FilCE - BRAAGH0%
= B02(4A20 7FD3BSDF word Dx7fd3b5df i . PorahiaTen ~Rnosan
g - . b i Program counter at unexpected
® B0204A28 7FD3B5D7 word Dx7Fd3h5d7 e . GuophreE
% B0204A2C 7FD3B5D3 word Dx7fd3b5d3 £ oo
% 80204A30 7FD3BSCE word 0x7£d3b5eE ] e AT H
® 8020434 7FD3BSCH word Dx7Fd3b5eh il . Bhto4ens memo Oca Ion
% 80204238 7FD3B5CT word Dx7fd3b5c7 Fa % BRReEns .
= 80204A3C 7FD3IBSC3 word 0x7£d3b5c3 ok T EEE
® 80204240 7FD3BSEF word Dx7Fd3b5hf = g - 3 Y = R ] T ™ T
602C4A44 7FDIBSEE word Dx7fd3b5hb
50204448 TFDIBSET word Dx7£d3b5h7 s0zZC4A08 FEFD3IBSET - wrea el Dz7fd3hsf?
50204440 7FD§EEB3 word 0x7fd3b5k3 S0z2C4aA02 FFDI3IBSF3 ol Ox7fd3kbL5E3
SU2C4A50 JFDIBSAE .word EETE)TE
80204254 TFDIBSAB “word 0:7Fd3b5ab s0zC4A10 YFD3IBSEFR - word Dx7fd3bSef
80204458 7FD3BSAT7 ward Ox7£d3b5a7 s0z2C4A14 YFD3ESEEB ol Ox7fd3kh5=eh
BOZCARIC (ZEDIRoAT -word Ui fd dhaag go0z2c4m183 FFD3IBSET Wl O0x7fd3hb5ae?
802C4460 7FDIBSIF word Dx7£d3b53F -
80204464 TFD3BSIR “ward 0%7£d3b59h = g0zC4A1C 7FDIESES -wWord 0x7fd3b5e3
802C4AGE 7FD3B597 word Dx7fd3b597 = Z0ZC4A20 FFD3IBSDFE Cwro el Dx7fd3hsdf
802C4A6C 7FD3BS93 || [1BZ] B.SZ 0xB0ZAE7EC
802C4A70 7FDIBSEF word Dx7fd3b5AF => 802C4A24 FFD3IBSDE -word Oz7fd3kSdhb
= S0Z2C4k28 FFD3IBSDT - wro el O0x7fd3b5d7
& = S0ZC4A2C FFD3IBSDS - wro el O0x7fd3kb5d3
slue
= 50204230 F7FD3BSCE cwrordl Ox7fd3hScf
= S0z2C4A34 7FD3IESCE .ward 0=7fd3kSch
= 50204238 FFD3IBSCT cwrordl Ox7fd3h5c?
= SG0Z2C4A3C 7FD3IESC3 .ward 0=7fd3k5c3
= S0Z2C4240 FFD3IBESEF - wro el O0x7fd3bShi
gozc4am44 FFD3IBESEE - wro el O0x7fd3bShh
go0z2c4m43 FFD3IBESET - wro el O0x7fd3b5h?7
SOosCa4md4” FFDIBESHES | mrci el Oxz7fd3kh5h3

< Typical SEFI signatures observed during radiation experiment:

A Jumps to arbitrary memory locations containing random data.

A Execution of valid instructions that are not part of current program.
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Intel Pill Experimental Setup

VSBC-8d Test Computer

A Software/Hardware include: AneeElp etk
* SEFI board and test loop,
* Diagnostic self-tests, A B L
* Hardware watchdog, and * Controls test loops,
* Linux software watchdog. * Collects test results, and

4 Sends H-Core signals.



Test and Monitor Software

Monitor software output
< VSBC-8d runs Linux OS Test results from VSBC-8d
¢ Test loops:
A Mathematical functions test.
A CPU timer test.

A Network communication test.
A IDE controller test.

© Monitor software:
4 Serial console and telnet. |
A Socket communication with test loops.} R
A Data logging during irradiation. N
A H-Core signal generation after SEFI. B

H-Core signal controls




_
H-Gore Signals for Intel Pl

< BINIT# Bus state machine reset.

< INIT# Resets integer registers.

< LINTO General purpose interrupt signal.

<~ IRQ5 Hardware interrupt through PCI bus.
< LINT1 Non-maskable interrupt (NMI).

< RESET# Intel PIII hardware reset signal.

< Software, hardware, and APIC watchdogs.



irradiation Test Procedure

1. Verify test loop results without radiation.
2. Start irradiation and monitor test loop results.

3. Stop irradiation when incorrect/no test loop results
received.

4. Assert H-Core signals in sequence to revive the processor.

5. CPU assumed to be fully recovered when it responds to a
signal.



< SEFI Occurrences and Recovery

L 80%
421 SEFIs detected during experiment, [
A 21 SEFIs recovered using H-Core g %
signals. 'é 40% -
ATRQ5, NMI, and RESET# most effective |5
signals. 72
A Presence of software/hardware/APIC 0%

BINIT# -
INIT# |-
LINTO[-
IRQ

watchdog aids recovery.

Watchdog
Hardware
Watchdo

LINT1/N

SEFI mitigation using H-Core technique illustrated for Intel

Pentium III processor under proton irradiation.



O
Summary and Future Work

< Summary
A Anatomy of SEFI illustrated using proton irradiation of TI-DSP processor.
4 H-Core technique developed for SEFI mitigation.
A H-Core signals selected for SEFI recovery of Intel PIII processor.
A Proton irradiation performed on PIII board with H-Core circuit.
A Processor recovered from all detected SEFIs using H-Core signals
without requiring power cycle.

% Future Work
4 Development of recovery software after SEFI detection.
A Proton radiation experiments on multiple processor boards (AMD,
PowerPC, and TI-DSP).
A Incorporate H-Core chip in Proton-100k space computer.
A Offer standalone H-Core chip and IP core.



