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The incorporation of knowledge capture and knowledge management strategies early in
the development phase of an exploration program is necessary for safe and successful
missions of human and robotic exploration vehicles over the life of a program. Following
the transition from the development to the flight phase, loss of underlying theory and
rationale governing design and requirements occur through a number of mechanisms. This
degrades the quality of engineering work resulting in increased life cycle costs and risk to
mission success and safety of flight. Due to budget constraints, concerned personnel in
legacy programs often have to improvise methods for knowledge capture and management
using existing, but often sub-optimal, information technology and archival resources.
Application of advanced information technology to perform knowledge capture and
management would be most effective if program wide requirements are defined at the
beginning of a program.

I. Knowledge Capture and Management Is Important

Safe and successful missions of human and robotic exploration vehicles over several decades requires the
incorporation of knowledge capture and knowledge management strategies early in the development phase of
the exploration program. Meeting proposed autonomy and automation requirements in future exploration vehicles
will require distributed computer systems and software of far greater complexity than those on the Space Shuttle or
International Space Station (ISS). Ensuring safety and mission success depends on development, verification,
performance analysis, and maintenance of hardware and software in on-board systems, ground systems, and ground
facilities. Extensive analysis is performed in support of mission design, procedure development, and hardware
evaluation. These activities require insight into underlying theory, requirements rationale, analysis techniques,
systems performance and modification history, and software tools over the life of a program. The increasing
complexity and proliferation of computer networks in on-board and ground systems necessitates insight into
software design and operation, as evidenced by recent software related spacecraft accidents and the recovery of the
Mars Exploration Rover Spirit from a software anomaly in early 2004.1:2 An inadequate understanding of systems
performance history was cited as a factor in the Challenger and Columbia accidents (Fig. 1).34
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Figure 1. Inadequate Understanding of Systems Performance History Was a
Factor in the Loss of Two Space Shuttles and Their Crews
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Figure 2. Knowledge Capture and Management Becomes More Challenging Due to
Increasingly Complex Missions and Complex Spacecraft

variety of mechanisms. Over the last 45 years, U.S. human spacecraft have become increasingly complex (Fig. 2).
Larger numbers of engineers are required to understand, evaluate, and maintain increasingly complex spacecraft.
Some engineers now joining the Shuttle Program were born after the first flight of the Space Shuttle in April of
1981. Longer program lifetimes increase the risk of corporate knowledge loss (Fig. 3, Table 1). The need for
knowledge capture and management in the face of changing workforce demographics has been raised by the
Columbia Accident Investigation Board, the Aerospace Safety Advisory Panel, and the Government Accountability
Office.*® United Space Alliance is identifying cultural changes needed; is conducting surveys of existing knowledge
capture and management mechanisms, and is proceeding with additional knowledge capture and management policy
definition to ensure safety of flight through the end of the Shuttle Program.

Corporate knowledge loss
negatively impacts the ability of
engineers to perform accurate
analyses in a timely manner.
Significant amounts of time may be
expended in an attempt to understand
analyses performed and technical
decisions made in the past. In some
cases, lack of insight may force an
analysis to be completely redone.

40 - 387?

297

Last Human Flight

First Human Flight
10 +

Years Since Contract Award
N
o
T

10.3
Incomplete understanding of system 43 6.9 63 8.8
requirements rationale, underlying ol 23 33 ! ! 38 | |
design theory, and systems Mercury  Gemini Apollo Apollo Skylab Space ISS
performance history degrades the CSM LM Shuttle
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understand, evaluate, modify and reuse software years or decades after it was written and certified. The same is true
for hardware and ground facilities. The result is increased life cycle costs and risk to safety and mission success.
Effective mentoring and access to key historical documentation for second, third, fourth, and subsequent generations
of engineers is critical in an industry with a turnover rate and little margin for error.

Organizations that embrace knowledge capture and knowledge management can be more effective at avoiding
technical, cost and schedule risks over the life of a program. They also embrace a culture that values theoretical
understanding, intellectual curiosity, and performance investigation, which enables information technology to be
leveraged in an efficient manner to address the knowledge capture and management problem.
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Table 1. Chronology of NASA Human Space Vehicles

Time From Contract Award to

Spacecraft Prime Contract First Human Flight Last Human Flight First and Last Human Flights

Mercury McDonnell Freedom 7 Faith 7 2.3 years/ 4.3 years
Jan. 9, 1959 May 5, 1961 May 15, 1963

Gemini McDonnell Gemini 3 Gemini 12 3.3 years /4.9 years
Dec. 22, 1961 April 23, 1965 Nov. 11-15, 1966

Apollo Command/ North American Apollo 7 Apollo-Soyuz 6.9 years / 13.7 years

Service Module Nov. 28, 1961 Oct. 11-22, 1968 July 15-24, 1975

Apollo Lunar Module Grumman Apollo 9 Apollo 17 6.3 years /9.1 years
Nov. 7, 1962 March 3-13, 1969 Dec. 7-19, 1972

Skylab McDonnell-Douglas Skylab 2 Skylab 4 3.8 years / 4.5 years
Aug. 8, 19692 May 25, 1973 — Nov. 16, 1973 —

June 22, 1973 Feb. 8, 1974

Space Shuttle North American STS-1 201074 8.8 years / 38 yearsd
Rockwell April 12-14, 1981
July 26, 1972

International Sept. 28, 1988¢ Flight 2A (STS-88) 2017724 10.3 years / 29 yearsd

Space Stationb

Dec. 4-15, 1998

a Contract for primary and back-up dry workshops.

b Freedom (U.S., Canada, ESA, Japan) redesigned to International Space Station (including Russian elements) in 1993.
¢ Award of Work Packages 1, 2, 3 and 4 (Boeing, McDonnell-Douglas, GE Astro Space and Rocketdyne). Packages 1, 2 and 4

novated under Boeing on August 17, 1993. Work Package 3 was canceled in February 1991.
d Assuming Shuttle retirement in 2010 and ISS retirement in 2017 (A Budgetary Analysis of NASA's New Vision for Space Exploration,
Congressional Budget Office, September 2004).

1. Why Knowledge May Not Be Captured or Accessible

Corporate knowledge loss occurs over time, and the effect can be difficult to detect. Over a time span of little
more than a year, enough knowledge can be lost to complicate the investigation of recent performance analysis,
anomaly resolution, and development efforts. Early in a program, people may be motivated to document new
applications of technology in terms of requirements rationale, analysis, issue resolution, best practices, and lessons
learned. Experience has shown that later in a program personnel may not be as motivated to create archival
documentation for certified systems and processes.

Knowledge capture and knowledge management may be valued in an organization, but it may not be a
demonstrated priority. Some projects do not routinely document requirements rationale, empirically or theoretically
derived results, and performance history. Nor do they ensure that existing documentation containing this
information is preserved in a manner that allows location and retrieval in the future. The decision is left up to each
organization. Some will choose to document what they have done, others will not.

Not all engineers and managers are willing to take the time to document what they do in a manner that preserves
knowledge. Creating formal or informal documentation takes time and good writing skills. The importance of
knowledge capture for ensuring the technical competence of future personnel, or facilitating future software
maintenance and reuse, is often overlooked. However, knowledge capture and management tends to be valued by
engineers and managers who are responsible for the performance of a legacy system. Constraints such as schedule
and available resources can also prevent project results from being properly documented.

Equations for inclusion in software requirements documents and software change requests are normally the
formal software project deliverables. Formal or informal documentation of the development of theoretical or
empirical equations and supporting analysis are not usually considered to be deliverables. While this information
does exist at some point in the software life cycle, such documentation containing key knowledge and history may
not be resident in an archival system that permits later location and retrieval by personnel that were not associated
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with the original development effort. Even if an engineer or manager chooses to formally document historical
design rationale and theory, the documentation may not be easily accessible to other engineers in the program at the
time of development or in the future. The requirement for marking documentation as proprietary (by companies) or
export controlled (by federal law) makes retrieval of critical design information even more difficult.

Human space flight programs encompass many government and contractor organizations.  Personnel who
designed and developed the spacecraft are not typically in the same organization as those who perform mission
planning, ground facility operation and maintenance, and real-time flight functions. This complicates the knowledge
capture and management problem. In contrast, some robotic exploration missions are of short duration and small
enough in terms of size of the work force that many of the engineers, scientists and software specialists that
participated in requirements definition, hardware development, and software development also participate in the
flight phase. This results in direct application of in-depth systems knowledge to mission planning, mission
execution, and issue resolution.

I11. Legacy Vehicles and Systems

Key knowledge for legacy vehicle on-board and ground systems exists at some point in time, either
electronically, on paper, or in the heads of management and technical personnel. Much critical information may
already be captured and accessible through existing processes and archival repositories. However, some knowledge
may never have been preserved in a manner that makes it accessible to future engineers. In a repeated flight
environment, where a product mentality may exist, it is necessary that technical personnel strive to maintain a
culture of intellectual curiosity and pursue a deeper understanding of requirements rationale, systems design, and
systems performance history.

A. The Education of an Engineer

In the mid-twentieth century, it was normal for an engineer or manager to have worked on at least half a dozen
different projects (aircraft, missiles, spacecraft and their associated ground support systems and facilities) before
they were forty years of age. A variety of development experiences provided excellent opportunities for managers
and engineers to develop technical and problem solving skills. By the 1970s, the number of aerospace projects had
decreased and projects lasted decades, decreasing the opportunities for personnel to develop their skills.

Most of the personnel who develop systems requirements, formulate the theory behind software algorithms, and
perform critical analysis for flight techniques development and systems performance evaluation eventually leave a
program. Over time, the responsibility of ensuring that vehicle and ground systems will perform as required rests
largely with personnel who did not participate in the development phase of the program. While many personnel in a
program are conversant in requirements and maintenance processes, they do not always possess the design insight of
their predecessors. Engineers and managers who have spent their careers in a flight environment may not have had
the same opportunities to develop theoretical and analytical skills as those who worked in the program development
phase. Historical documentation plays an important role in educating later generations of personnel in theoretical
and data analysis techniques. Design documentation is needed not just to provide details of what a system does and
why it was designed that way, but also to educate the future engineer or software specialist in the field.

B. Publicly Available Sources of Knowledge

Much information useful in the education of an engineer or software specialist can be found in the open literature
in the form of program histories, textbooks, short courses, journal articles and conference papers. However, as open
literature sources tend to be general in nature, they will not contain more specific, equation level details and design
rationale, particularly for applications involving proprietary software and security concerns. Limitations in length
and content relegate publicly available sources of information to a supplementary role. Comprehensive internal
documents are the primary vehicle for preserving knowledge.

1. Program Histories

Histories of programs and case studies can provide important background information on high-level systems
requirements and how they were shaped by political, policy, business, and budgetary considerations.”-19 Significant
engineering challenges and operational histories may also be covered in open literature publications.811 This is
important background information for legacy system personnel and can aid in identifying more specific areas for
technical study and in forming lines of investigation when interviewing veteran engineers and managers.
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2. Textbooks, University Classes and Professional Short Courses

Textbooks by academics or specialists in industry are a valuable source of fundamental principles behind
mathematical theory, analysis, and systems design. However, publishing considerations (cost, book size, potential
market) place limitations on the amount of material that can be covered. Furthermore, works by academics may not
include operational considerations that heavily influence the design and operation of vehicle and ground systems.
Texts written by participants in the real-world application of technology can provide excellent examples that
enhance reader comprehension of the theory. Equations in a text must be verified before they can be introduced into
detailed software requirements. In the interest of keeping page count to a minimum and to lower the risk of
introducing errors into a text, equation derivations do not include intermediate steps. This can significantly
complicate attempts to verify the equations. While “an exercise left to the student” is appropriate in the university
environment, time consuming verification of theoretical results can lead to cost and schedule concerns on a project
in industry.

Continuing education is important for maintaining and enhancing the skills of the engineering workforce. Short
courses are particularly useful for gaining an understanding of new technology about to be introduced into a legacy
system. Short courses concerning Global Positioning System and strapdown navigation were invaluable to Johnson
Space Center (JSC) personnel applying these technologies to the Space Shuttle, ISS, and X-38 vehicles.

3. Journal Articles and Conference Papers

Articles and conference papers written by those who participated in the design, development, and flight phases of
a vehicle can provide insight into programmatic requirements, the evolution of design concepts, background
information on the application of a theory or technology, and rationale behind system operation during flight and
lessons learned.1215 Papers can detail how a theoretical result was used in a system and how the algorithm
performed in flight.1617 The high level discussion of programmatic design considerations and vehicle design aspects
is useful to newer engineers striving to understand a legacy system.18-23

C. Internal Sources of Knowledge

Formal and informal documentation within a program varies widely in terms of quality, scope, and accessibility.
Knowledge in the form of presentations and technical reports, informally maintained reference books, procedures,
requirements documents, and derivations of equations may be adequately captured and archived through existing
processes. However, there also may be serious deficiencies in documentation quality, scope and preservation.

1. Presentations and Technical Reports

Well-written presentations and technical reports are a valuable source of information. Test and anomaly
resolution reports, although they may not contain derivations and theoretically or empirically derived constants, can
contain useful information on the architecture, design rationale and algorithms. Lengthy briefings may contain large
amounts of data and bullet points, but lack prose, historical context, derivations of equations and explanations
leading to an understanding of theory, requirements rationale, and operational constraints. In addition, many reports
and presentations are not written so that years later someone will be able to understand them and place the material
in context. Many organizations within a program create training and job certification materials. These play a
valuable role, but may not provide answers to many engineers’ questions about requirements rationale, systems
performance, systems history, and the theory behind software algorithms.

2. Software Requirements Documentation

Configuration controlled software requirements documents are invaluable in helping personnel understand
software functionality. While such documents contain equations and logic implemented, they rarely provide insight
into how the equations were derived, how values of constants were determined, or references to other sources
(books, external or internal papers) used for theoretical development. This information, while valuable to the
practicing engineer and software specialist, is often outside the scope of a software requirements document.
Questions about requirements rationale frequently come up in meetings where software functionality, performance,
and proposed changes to software are discussed. Existing documents often do not contain the answers to these
questions.
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3. Derivations of Equations

Preserving internal documentation concerning derivations is important, as many mathematical results used in
software often do not exist in the open literature. A common question among those working with legacy software is
“Where did those equations come from?” An understanding of the theoretical or empirical development of
equations and constants appearing in safety-critical or mission-critical software is essential if an engineer is to
properly evaluate software performance, perform modification, or re-use the software. Reverse engineering the
theoretical development of equations from software requirements documents can be an arduous and time-consuming
task. The fundamental theory behind equations may be based on open literature sources, but the actual
implementation may appear to be different from that in the literature and be accompanied by code that reflects
implementation specific considerations.

One such example concerns Lambert’s theorem, which has been used in many spacecraft applications in onboard
or ground software to compute the velocity required for orbit adjustment maneuvers.24#2> Numerous solutions have
appeared over the last 200 years, a few of which are depicted in Fig. 4. All solution methods involve the solution of
transcendental equations through iterative means. Actual implementation of a Lambert algorithm in ground or on-
board software may be based on work appearing in the open literature. However, many aspects of the Lambert
algorithms actually in use may appear to be different from published theoretical developments. These differences
are due to considerations for specific mission applications, software error handling, choices of numerical iteration
algorithms, choices of convergence criteria, and software interfaces. An understanding of application specific
design considerations and constraints is essential for an engineer to understand the theoretical development,
requirements implementation, and algorithm performance. Without this understanding, it may be impossible for an
engineer to recreate the theoretical development of the algorithms starting with published derivations and ending
with the final form as implemented in software. This understanding is critical during software verification, anomaly
investigation, anomaly resolution, and if the algorithm is to be ported to a new application with different
requirements than the original.
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Figure 4. A Few of the Many Versions of Lambert’s Equation
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4. Existing Databases and Archives

Numerous databases and archives (electronic or hardcopy) may exist in a program. These are a valuable resource
for published documents that contain knowledge and systems history. However, the location and relevant contents
of formally maintained archives is often difficult to ascertain due to the myriad of databases, organizations, and
contracts that exist across a flight program or a government agency. Technical and management personnel may
encounter difficulty in searching for relevant documentation, assuming that they are aware of the existence of the
archive in the first place. Furthermore, while the archive itself may be well maintained, the placement of quality
documentation in the archive may not be consistently practiced across the program and over time.

Unfortunately, the underlying material associated with these archived documents is mostly contained in informal,
personal repositories, such as engineers’ paper files, computer hard drives, or other electronic media. These informal
repositories are generally not documented, have little or no procedural controls, and are often discarded when
personnel retire, re-organizations occur, or when it is perceived that the material is no longer needed.

D. Examples of Knowledge Capture in a Legacy Program

Knowledge capture and knowledge management efforts in a flight program may be performed many years after
the development phase was completed. However, much knowledge may have already been lost. Conscientious
personnel desire to document what they are doing while the task is underway, and ensure that others know the
documentation exists. Personnel conducting such efforts may be constrained by cost, schedule, and process
limitations that constrain approaches to low tech, low impact methods. Individual efforts by concerned engineers
and managers can capture valuable knowledge that is not already captured formally, or can create new
documentation covering subjects that are not adequately documented. However, these personnel may have little
ability to improve the state of knowledge capture and management across a program or advocate changes to existing
processes.

While collecting and preserving historical documents on a small scale can be accomplished by an individual
manager or engineer with little or no impact to cost and schedule, developing new organizational or program wide
methods and systems for knowledge capture and
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or manager in a legacy program to apply, as it is of a
theoretical and abstract nature (Fig. 5).

This section contains examples of knowledge
capture and management efforts from the Shuttle Program. They are included to promote creative thinking to
identify and define low cost, low overhead knowledge capture and management efforts. Of the examples given, only
the Engineering Knowledge Base required a small number of dedicated personnel and the purchase of new
hardware. The web-based knowledge capture and management tool for Mission Control software development is
the only example that required the purchase of new software.

Figure 5. While Important, Knowledge Management
Theory Can Be Difficult for Personnel to Leverage
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a) Crawler transporting Discovery  b) Crack in the MLP c) Close-up of Crack
and the MLP to the Launch Pad

Figure 6. Structural Deflection History From a Notebook Stored In a Truck Was Instrumental In Resolving a Crack
Issue That Occurred During the STS-82 Rollout

1. Collecting and Making Historical Documentation Accessible

Younger engineers are often placed into the role of historians and detectives in order to locate, identify, and
acquire key historical documents. This is not always an easy task, especially since an engineer may not be aware of
what documents and memos were written. Many newer engineers may not know who the experts were during the
development phase, nor do they know where to look for extant material. Organizational or individual self-interest
and group barriers can also prevent engineers from obtaining key historical documentation, even if it is non-
proprietary and government owned. Many veteran engineers possess or are aware of, memos, white papers, test
reports, and presentations that provide valuable insight into requirements rationale, theory, and systems performance
history. These materials may not have survived in the originating organization, but are still kept by others, or may
have had limited distribution in the first place.

On January 17, 1996, a crack (accompanied by a loud bang) developed in the Mobile Launch Platform (MLP)
deck while the crawler was transporting the MLP and the shuttle Discovery from the Vehicle Assembly Building to
launch Pad 39A for mission STS-82 (Fig. 6). The transport operation was stopped until the issue could be evaluated.
An engineer had maintained a history of structural deflection measurements in a brain book, which was stored in a
truck. Data from the brain book was used to quickly determine that the crack did not pose a risk to flight hardware
or personnel and the rollout to Pad 39A was resumed.32

This incident, along with Shuttle vehicle and associated ground hardware experience during the Shuttle Program,
led United Space Alliance Ground Operations engineers at the Kennedy Space Center (KSC) to develop the
computer-based Engineering Knowledge Base (EKB). The EKB (Fig. 7) consists primarily of Commercial Off-The-
Shelf Software (COTS). It captures and archives data that may not already be formally retained (engineering notes,
studies, analyses, calculations, lessons learned, engineering brain books, etc.) through previously existing
mechanisms. Paper documentation is scanned for inclusion in the knowledge base. The EKB permits timely access
to historical information and facilitates the capture of such documentation as it is created. Overt solicitation of
engineering material from technical personnel has been effectively conducted. The EKB has made it easier for
engineers to do their jobs, which has motivated personnel to contribute material to it. Former employees who return
as consultants are able to retrieve their notes and other material that is important for their consulting tasks. A key to
the success of the EKB was in-depth study of the KSC work culture by veteran KSC personnel.

To create the EKB, existing software applications were used, and a small amount of Visual Basic code was
written. A dedicated server was procured to meet growing storage needs. A harvester collects and screens material
from donors. A small team of contract personnel performs scanning, loads the electronic documents into the EKB,
and burns a compact disk with electronic versions of the hardcopy material. The harvester returns the original

T A brain book is a personal encyclopedia that an engineer compiles for reference purposes.
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Figure 7. As of July 26, 2005, the Engineering Knowledge Base at the Kennedy Space Center Contained 144,636
Items, Consuming 127 Gigabytes of Memory

material (hardcopy or electronic) to the donor along with the compact disk.

Concerned JSC engineers in the Shuttle Program have contacted many veteran personnel, who participated in
algorithm and requirements development, for information on rationale and derivations or for copies of old memos
and presentations. Cooperative veterans have done their best to answer questions and have provided access to old
files. However, veteran personnel may forget what documentation they have in their possession and may not
recognize material as being significant to younger, intellectually curious engineers.

Several engineers at NASA JSC have taken steps to preserve key historical memos in the existing JSC technical
library system. About 1,500 pages of historical, analysis and theoretical material on the Shuttle on-board rendezvous
software application was compiled into three documents. The material covered a thirty-year period, starting in the
early 1970s. Much of the material, collected over a 15-year period, was not previously available to engineers who
are concerned with the software application. This material proved to be of value to recently hired engineers even
before the final versions of the compilations were published. The volumes were distributed to organizations within
the Shuttle Program and were placed in the NASA JSC technical library. A similar effort was conducted by NASA
personnel designing guidance software for the X-38 Crew Return Vehicle, which used theory originally developed
for the Space Shuttle. X-38 engineers published historical documents they had located in a compilation and placed
that volume in the JSC technical library (Fig. 8a).

2. Creating Specific Knowledge Capture Documents
Concerned engineers within the

Shuttle Program, with management
support, have created documentation to
provide detailed supporting information
for three recent Shuttle software
changes. The documents detail the
derivation of equations and the
theoretical and empirical basis for the
requirements change, as well as the
evolution of the requirements changes.
These reports contain far more technical
and historical detail than presentations
prepared for the Shuttle software
change approval process. The reports
were published and archived in the JSC
technical library (Fig. 8b).

Due to the mass retirement of a
number of critical personnel with
knowledge of Shuttle sequencing

American Institute of Aeronautics and Astronautics

Shuttle Powered Explicit Guidance
Miscellaneous Papers

Space Shuttle RNP Matrix Computation
(CR 92329E)

Lyndon B. Johnson Space Center

Aeroscience and Flight Mechanics Division

November 1999

S

Mission Operations Directorate
Flight Design and Dynamics Division

November 2003

a) Compilation of Memaos
on Shuttle Guidance

b) Background Information on a
Shuttle Software Improvement

Figure 8. Concerned Engineers Have Created New Documentation, and
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software, the Shuttle Program directed that a system history and rationale document be created. The document is
periodically updated to reflect changes in the software requirements. During a project to create a common software
library for Shuttle mission design and planning, an engineering manual was created, which presented the theoretical
basis for the software requirements and tied the equations to the software architecture.

In 1996, when test flights of the Shuttle’s GPS receiver began, one concerned engineer created a four-page
document covering GPS parameters for Mission Control personnel. Over five years the GPS Operating
Characteristics document grew to 174 pages. It contained extensive technical information on GPS receiver operation
and performance, Shuttle computer software design, GPS receiver and Shuttle software change history, flight test
results, and the resolution of performance issues. The information captured was not available in formal requirements
documents, and was a valuable resource to both NASA and contractor personnel supporting the Johnson and
Kennedy Space Centers.

3. Preserving and Improving Presentations and Technical Reports

Presentation charts for meetings are often the only record of an analysis or issue that was discussed. Such charts
are not always effective at preserving the analysis, results, conclusions, and decisions made based on the discussion
of the charts. Meeting charts are often created for a limited audience, where it is assumed that meeting attendees
already have an understanding of why the issue is important and what is motivating the analysis. Charts are often
not understandable without an oral discussion by the author. Chart authors may not effectively communicate
technical detail, rationale, and assumptions to the audience and may not create the charts so that a future reader will
be able to understand the significance of the analysis. A lack of published and appropriately archived meeting
minutes compounds the problem.

PowerPoint™ presentations created for the STS-114 Design Certification Review used hyperlinks to include
supporting information and documentation, such as test data, video clips, requirements, anomaly investigation
reports, process documentation, calculations, and email (Fig. 9). This permitted viewers to access any level of detail
that was required thereby ensuring the appropriate level of technical communication occurred during the review.
The presentations and hyperlinked documentation and media were contained in shared drives that were a part of the
EKB (Fig. 7), thus ensuring preservation and future access.

secondary presentation

video

primary presentation

kb

. requirements

~'| drawings

analysis

| email
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Figure 9. STS-114 Design Certification Review Charts Contained Hyperlinks To Supporting Presentations,
Documents And Other Media, and Were Stored In The EKB
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The quality of communication with presentation charts has long been a concern, particularly in the wake of the
Challenger and Columbia accidents.34 Some concerned management and technical personnel have begun to address
the issue of presentation quality by using some of the many resources published to improve technical
communication.3-3> The report of the Columbia Accident Investigation Board in particular has highlighted the
limitations of presentation charts as compared to technical reports for communication and knowledge preservation.*
Management and technical personnel should discern when a detailed, comprehensive technical report should be
written, published, and archived. Engineers concerned about knowledge preservation mentor other engineers so that
presentations, memos, and technical reports contain useful information, not just data, that will assist future engineers
in understanding what was done, and why.

Many organizations in the Shuttle and ISS programs archive presentations on websites, along with meeting
minutes. The minutes help provide the historical context for the presentation material and provide a record of the
outcome of the meeting.

In 2003, an engineer conducted an independent review of equation derivations and analysis in support of new
requirements formulation for Mission Control GPS filtering software.’> The technical report contained a complete
derivation of the equations in the requirements document. Enough steps and detail was provided to enable new
engineers to duplicate the derivations and understand the theoretical origin of the filter requirements.

4. Embedding Rationale in Requirements Documents

Some experienced engineers and software specialists embed supporting rationale for particular requirements
within software requirements documents. Embedding rationale within the flight rules documents has greatly aided
Mission Control personnel years later when proposing changes or evaluating the effectivity of the flight rules.

5. Web-Based Knowledge Capture and Management During Software Development

In 2004, a group of Mission Control
software developers began using an online
knowledge base encyclopedia that permits
users to quickly create, modify and link
web pages (Fig. 10). This “one stop
shopping” application provides easy
access to frequently referenced and
dynamic information; such as software
schedule data, software build versions,
development procedures and Shuttle
mission specific information. In addition,
the database is also used as a repository
for solutions to problems and infrequently
referenced information. It has also
facilitated more convenient capture and
preservation of information by departing

employees. Database simplicity and ease
of use has aided integration into daily Figure 10. Some Mission Control Software Developers Are Using a
work activities, and has improved overall Web-Based Application to Capture and Manage Knowledge Not
knowledge retention and access. Normally Contained in Formal Software Documentation

IV. Managing Talent and Changing Culture

Over the long term, proper documentation and preservation of critical knowledge should become a normal and
expected part of engineering tasks (what was done, why it was done, how it was done, how results of the work were
implemented or factored into decision making). Management could identify those engineers who possess writing
skills, and assign them to tasks that are poorly documented. For example, an engineer with writing ability can be
assigned to work with a talented theoretician who may not take the time to document his or her work. This approach
takes advantage of the complementary talents that engineers in an organization may possess.

Engineers who enjoy writing, and possess good presentation skills, can mentor those engineers who need to
develop skills in those areas. Some organizations offer in-house writing and presentation training and books for self-
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study. Training young engineers to properly present, document and preserve their work is necessary to ensure the
continuance of appropriate knowledge preservation habits throughout their careers.

Engineers should be curious about the theory used in software tools, the limitations of the theory in the
application in question and on-board and ground systems performance, history, and design rationale. A desire for
learning and investigation is a necessary component of any program that uses complex technology in safety and
mission critical applications. Organizations that promote and value intellectual curiosity, theoretical understanding,
and performance investigation may be more effective at retaining talented engineers.

V. Improving Knowledge Capture and Management In Future Programs

A new vehicle program would present optimal opportunities to build knowledge capture and management into a
program from the beginning. Knowledge capture and management must be embodied in the new program
throughout its entire life cycle. This is essential if safe, predictable, and sustainable performance of flight vehicles
and ground systems are to be maintained through the life of the program. Accurate and complete information from
today provides a basis for decisions that may be made many years in the future and long after the people who
generated that information have gone (Fig. 11).

Figure 11. Today’s Work May Be Tomorrow’s Solution — If It Can Be Remembered

To effectively address the problem, knowledge capture and management software should reside in a program
wide process governed by clear, concise, and non-negotiable requirements. These requirements should reflect the
value that knowledge capture and management has for reducing risk and lowering life cycle costs. Program wide
knowledge capture and management processes and mechanisms should be considered an integral part of the safety
and quality control program and an important part of a safety culture.

Well-written requirements provide flexibility in what methods are used to perform knowledge capture and
management, while also ensuring that the knowledge activities are conducted consistently across a program and
provide benefits over the long term. The requirements should ensure that the same rigor that is applied to document
new technology and lessons learned early in the development phase is maintained later in the program. Goals are
identified, along with the types of problems the policy is designed to mitigate over the life of the program.
Guidelines assist management and technical personnel in defining what historical engineering information for fight
vehicle and ground systems, facilities, and equipment must be captured and managed, as not all knowledge that
management and technical personnel possess can be captured (Table 2). Policies and guidelines also provide
direction in various areas such as the extent of deliverable content, preservation of knowledge during the transition
from the development phase to the flight phase, and the recording and dissemination of technical and programmatic
lessons learned.38 Accountability and the provision for audits to ensure conformance with requirements should also
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Table 2. Summary of Material to be Captured and Archived (Not Exhaustive)

Concept Studies

Trade Studies

Analyses of Design

Operational Alternatives

Rationale For Design Selection
Engineering Analyses

Drawings and Supporting Calculations
Physical and Mathematical Models
Risk Assessments

Launch Commit Criteria and
Supporting Rationale

Maintenance Requirements and
Specification Supporting Rationale

Flight Rules and Supporting Analysis

Critical Item List Acceptance Rationale Presentations

Hazard Mitigation Engineering Notes

Failure Modes And Effects Analysis Preliminary Design Reviews
Post Flight Reports Critical Design Reviews
Ground and On-board Procedures Meeting Minutes

and Supporting Analysis and Rationale

Operational Readiness Reviews
Life Cycle, Maintainability, and Other
Design Considerations Program Board Activities

Rationale For Systems Design And Derivations of Equations
Component Selection, Qualification
and Certification

Ground and On-board Instrumentation
Requirements And Data

Test and Validation Requirements
and Data, Systems Performance Data

Vendor and Supplier History And Issues

and Rationale

be addressed. Provisions should be made to develop capture processes later in the program, if it is recognized that
some knowledge is not captured through formal means. ldentification of current and former subject matter experts

should also be addressed in the requirements.

Experience from past programs is useful in
pinpointing which processes need special
knowledge capture and management
mechanisms built into them (Fig. 12). Valuable
input concerning knowledge capture and
management requirements can be obtained from
engineering and management personnel who
faced the problem on legacy programs. Such
personnel can help define how deliverables can
be tailored to perform knowledge capture, and
what knowledge needs to be captured that is not
normally contained in formal or informal
documentation. Deliverables that are internal to
an organization and not contractually required
by the customer may have to be created to
ensure knowledge preservation.

Requirements  should be  established
governing appropriate repository systems for
archival knowledge. This would include the
consolidation and/or cataloging of existing
systems and both formal (published within an
organization or program) and informal
(hardcopy or electronic media from a personal

Figure 12. Lessons and Best Practices From Legacy Programs Are
The Key To Improving Knowledge Capture and Management In
The Future

archive) knowledge. A desirable objective is to minimize the number of archives where knowledge is located and to
avoid potential duplication of information. A search and retrieval capability that provides easy access and the ability
for single searches across multiple information sources (a single “on-ramp” to “one-stop shopping”) is desirable.
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Knowledge capture mechanisms should be embedded in specific engineering processes, especially those that
routinely handle important technical, risk, and safety issues such as requirements, software and hardware
development, testing, and technical and program level boards. This is needed to acquire engineering knowledge as it
occurs while preserving the original format and intent. Collecting important information in this manner is a more
cost effective and robust approach than trying to create new documentation, or capture surviving documents years
after key personnel have left the program.

The ideal knowledge capture document for software would be a configuration controlled, companion document
to the software requirements, that contains a complete disclosure of requirements rationale and equation
development of algorithms implemented in the software. All simplifying assumptions and mathematical identities
and manipulations would be recorded to enable future engineers to duplicate the results.  If equations developed in
open literature resources are used, any differences in notation should be recorded. Other publications, either in the
internal or open literature may be referenced in the companion document. However, internal materials referenced
must be archived in a manner that facilitates easy location and access over time. The companion document would
also tie the equations to the software architecture. Such a reference would enable new engineers to become educated
more quickly, and eliminate the need to perform time consuming and costly re-engineering.

Updates would be made to the companion document as changes were made to the software over the life of the
flight program. Review of the equation document would be embedded in the existing requirements and software
process. The proposed changes to the equations document would be distributed in time to support software change
testing, and would be reviewed by engineers and software specialists for technical accuracy, completeness, clarity,
and compliance with documentation requirements. Independent reviews of updates to equation derivations and
analysis contained in the companion document would ensure a robust software maintenance process and the honing
of technical skills. Final approval of software change requests would be contingent upon approval of the update to
the companion document by engineering and software personnel.

COTS applications will undoubtedly form the basis of future knowledge capture and management efforts. COTS
products should be usable and maintainable over the life of the program. Critical information and archival
capabilities should not be lost due to changes in host computer platforms, changes in operating systems, or COTS
product obsolescence. Archival media (such as paper or electronic) should not deteriorate over the life of the
program, so that it will remain intact and accessible for posterity. Knowledge capture and management requirements
should address these concerns.

V1. Conclusion

As time progresses, corporate knowledge loss within the space flight industry will become more of a challenge.
Knowledge capture and management is not a technical issue, but a cultural one. Underlying cultural and
programmatic issues that prevent knowledge from being captured and managed must be addressed before
information technology can be leveraged to address the problem. Leadership from both management and technical
personnel is needed to foster and sustain a culture where intellectual curiosity, effective communication, and the
creation of proper documentation are valued. Personnel and processes can be managed so that proper documentation
of critical knowledge concerning both hardware and software is performed and becomes a part of the program
culture. It is no longer adequate for engineers and managers to address this on an individual basis as has been done
in the past, but it should be elevated to the programmatic level to facilitate process and cultural change.
Management and technical personnel can assess the state of knowledge capture within their organizations and devise
creative, low cost ways to address the issue (such as the examples given on pages 7-11). To avoid knowledge
capture issues in the future, documentation requirements and knowledge capture mechanisms should be built into
analysis, software, and hardware processes at the start of every new program. Throughout the life of the program, it
will be necessary to capture knowledge gained from testing, certification, procedures development, and continuous
use (such as the effects of wear, degradation, and obsolescence). It is essential that the underlying information and
knowledge associated with problem resolution be captured, not only for the purpose of avoiding “re-inventing the
wheel” (avoiding the 2nd “first time™), but also for the identification of systemic issues and taking pre-emptive
action to predict and mitigate potential failures.
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